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(57) Abstract: 

PROBLEM TO BE SOLVED: To permit a manager to 
speedily and securely recognize whether a terminal 
equipment is illegally used or not by reading appearance 
information from a storage medium and correspondingly 
making appearance information which is read and a video 
which a photographing device takes into the video. 

SOLUTION: When it is detected that a user inserts an IC 
card which a user himself has into an IC card insertion 
port 10, an IC card reader 11 reads video data of ID 
data stored in the IC card. The video data is 
transmitted to a personal computer 4 and video data of 
the user taken by a video camera 1 Is transmitted to a 
monitor 3. The monitoring person of the information 
terminal equipment 2 compares screens displayed on the 
monitor 3 and the personal computer 4, compares 
whether the face of a person displayed on the monitor 3 
is the same as that of the right possessor who is 
displayed on the personal computer 4 and it can 
discriminate whether the information terminal equipment 
2 is illegally used or not. Thus, monitor work can 
efficiently be executed. 
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(Abstract] 

[Problem to be Solved] 

To provide a terminal equipment monitoring system in 
which a manager can recognize, speedily and securely, v^hether 
the terminal equipment is used illegally or not. 

[Solution] 

A CPU 13 instructs an IC card reader 11 to read out an 
appearance data of a user stored in an IC card, and transmits 
the data to a personal computer 4 to be stored in a video rape 
recorder 6. At the same time, the image of a user recorded by 
a video camera 1 is stored in a video tape recorder 5. 

[0038] 

An operation of an information terminal unit 2 is 
explained with reference to a flow chart shown in Fig. 6. 

[0039] 

The information terminal unit 2 usually displays a card 
insertion screen as shown, for example, in Fig . 7 on a CRT di splay 
device 8 in accordance with a instruction from a CPU 13 (SI) . 
When detecting a user inserting his/her IC card 50 into an IC 
card insertion slot 10 (S2) , the IC card reader 11 is instructed 
to read an ID data 50-1 and image data 50-2 ~ 50-9 of users, 
etc. , stored in the IC card 50 {S3) , and the read data is stored 
in a HDD 14 temporarily (S4) . 
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[0040] 

While image data of 50-2 - 50-9 among temporarily stored 
data are transmitted to a personal computer 4, image data of 
the user captured by a video camera 1 is transmitted to a monitor 
3 (S5) . At this time, screens as shown in Fig. 12 (a) and Fig. 
12 (b) are displayed on the monitor 3 and the personal computer 
4, respectively, and information indicating the same date and 
time are displayed on both screens. These displayed data are 
recorded in a video tape recorder 5 and 6 , respectively, so that, 
among stored contents in the video tape recorder 5 and 6 , the 
identity between displayed contents on both screens can be 
correspondingly verified by comparing date and time information 
stored therein. 

. [0041] 

Then, CPU 13 instructs to display a screen prompting to 
input a personal identification number (S6) . As soon as 
detecting the input of the personal identification number 
inputted by a user using a touch panel 9 (S7), the inputted 
personal identification number and the ID 50-1 obtained from 
the IC card 50 are transmitted to a host computer 7 (S8) . 
Searching built-in database based on the transmitted personal 
identification number and the ID50-1 (S9), the host computer 
7 determines whether the user is authorized or not (SIO). in 
case the user is unauthorized (SIO, No), the IC card 50 is 
returned from the card insertion slot 10 (S14) and the 
information terminal unit becomes a card insertion standby 
status. In case the user is authorized (SIO, Yes), CPU 13 
instructs to display a menu, for example, as shown in Fig. 9, 
and lets the user to select desired information (Sll) . Then, 
the contents corresponding to the selected information is 
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transmitted to the host computer 7 and transmitted back 
information stored in the database 15 (S12). After that, 
displaying the transmitted content on the CRT display device 
8 (S13) and returning the IC card 50 from the card insertion 
slot 10 (S14), the information terminal unit becomes a card 
insertion standby status again (SI) . 

[0042] 

Furthermore, to explain a monitoring procedure using a 
image of a user captured by the video camera 1 and image data 
of appearances of user ' s etc. , read out from the IC card 50 with 
reference to Figs. 10 - 12. 

[0043] 

The video camera 1 is always viewing the front of the 
information terminal unit 2. In case a user does not exist near 
the information terminal unit 2, only the information terminal 
unit 2 is displayed in a display monitor 3 displaying the image 
captured by a video camera 1, for example, as shown in Fig. 10, 
at this time. As a user approaches to the information terminal 
unit 2, the picture of the user is also captured. Namely, for 
example, as shown in Fig. 11, the image of the user is displayed 
together with a present time and the displayed data is stored 
in the video tape recorder 5. 

[0044] 

When the user inserts the IC card 50 into the IC card 
insertion slot for the purpose of using the information terminal 
unit 2, the CPU 13 instructs the IC card reader 11 to read the 
content stored in the IC card 50 and transmits the image data 
memorized such as a face of authorized person for using the IC 
card 50 of the user or user's family member, etc., among the 
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stored contents, as described before. 



[0045] 

The personal computer 4 expands the received image data 
50 -2 - 50- 9 as described before, and displays the data together 

with the present time, for example, as shown in Fig. 12 

Furthermore, the image is recorded in the video tape recorder 
6. The video tape recorder 5 and 6 record the data recorded 
therein correspondingly by recording the time when the user uses 
the information terminal unit 2. 



8 



Page Blank (uspto) 



(19) 0 *:[14tff ;t (JP) 



a2)^Fjg*#i^^$g (A) 



#^^1 0-222470 

(43) ^AmB 10¥ ( 1 998) 8^210 



(SDlnt. CL ' 
G O 6 F 
G 0 8 B 

// G 0 7 F 



15/00 
13/16 
9/00 



3 3 0 



F I 

G 0 6 F 15/00 3 3 0 

G 0 8 B 13/16 

G 0 7 F 9/00 







O L 


(^9M) 


(21) mmm^ 


4#^¥9-21406 


(7i)mMA 


000005267 










(22) |±1^0 


¥fig9¥(l997)2>^4 0 










(7l)a^A 


396004833 






















(72) 










Ifi-Mm4^ [SI^3T @ 10^33^ tt^^^± 











(54) mm<D^m] m^mm^m^>:^y'j>^ 



(57) [^li^l] 

CPUl3fi. I C;^— Ky — ^1 1 



13 CPU I 



HDD 



I 



7 
15 



ts:<t i^%%^^mm<Dmm^^mmnmfmw>mm.tx 
p^s: < t iymmm^^ x^^^tm^i^ L/c^tt^^u^ 

tii< thmm^mmmmm^um^mfmrnmrntx 

^mm.tm^\^fz.m^^n)t^-5nxmm't^mm^^t 

^{1 X. r i: ^ #m i: t- 5 ^*^Bg£M X 7^ i^o 
[000 1] 

[0 0 0 2] 



(2) ^m^l 0-222470 

2 

t \.fz^m\^xm^L.fz. I D;^7- v^m.Ar^i^ni.x^ 
mz.m.m'r^:Ltm<DMm^m^^x\^^. ^tz^ rtt^ 

^^:^^^mm:^xt>mm<Dmi^x:^^^^L.x\^^^o 
[0 0 0 3] ^LT. ±m(DXot^^^mm^^m-r^ 

^5/^1 D;^- ]<^^mmi^mmL>fz(DM::^\,^x hm%E 

2 6 0 8 6 4-^<2^^#^::^-rj: igID;^-KtD^® 
[0 0 04] 

t^BJ^^<!rftt:i^^^tL5 I D;^- Vo):^— Kff I D 

[0 0 0 5] ^mm\^. ±.mL.fzmm^.^m^^-t^fz}^ 
\^^^^^fz.h(ox^^ . m^^mt^^^^\cmm^fhx\f^ 
^t^'Si)^[c^\^^xmmt^-^mm:immmm%m'r^:Lt 

[0 0 0 6] 

mm^^mm'^m^mmmm t xmf& ^n^i^^mm^ 
u->:^y'M.xh-:>x. ^pti:< t hmmmm^(D^mmWi 

[0 00 7] :^^m(Di^-Mmm^u>^:^'Tj^^m)^'r^ 
[0008] iy.±(DX 5 ^^m:^^f^mm{cmK,. ^mm 
50 m i^ti^mmmRmmmmm:^-mm ufcp^^^x^/so^ 



3 

[0 0 0 9] t^ox, iQ^mm(owm^it.. m^mit^ 

[0 0 10] *fc. ft *JS 2 t^fEmroi^^Sg^gS^V;^ 
ffl*<7)^t»# ^lElt V ^ -5 ir > ^ ase^i^ K^Mft 

[0011] rwiS^^g^Mv-^^T^^SrlSlfiic-rSSS* 
[0012] ±id!t^S:*:«)/=catgfitt*« 1 t^fE«cD® 

n.m^mm.tmm^t:i^\^^^it:^-inxmmt-r^. '4> 
^mm.mxmm\^xii6^^tzm'kx'i,. ss*gK(^ws# 

SCOT'. 4S5SilS^5^H#('J:oT:^Efi|fflSnrv^5 

[0 0 13] *fc. %n^m.3\ztm.(om^mm.^w^:^ 
m^m-tm^m\.^^t. '>/i < i t mrtaBE^m t^a 

[00 14] rwJS^^B^m-^^'^xA^^r^figi-SiSjl^ 

a^gii. 1 3ifii#*3S 2 icia^roffi^iigB^mv' 

So 



(3) O- 2 2 2 4 7 0 

4 

[0 0 15] jy.±coJ: ^'irS^dfJ^i^^J-^iP;!. 

i>mm L.tz9km^}(tit-ii'-fxtm-r^. 
[0 0 1 6] t^oT. m^(Dm:^ 

it^&\zi:'oXf^mit^ntzP^m^VT/i'^-( M.I,c^-2> 
[0 0 17] jEt-x ftjRJS4fCf2«<^JS*$IBi£mv';^ 

ht%m^mm.(r>mm^i:mm'^mfiWLmmm.tx'mff^-^ 
20 •^k^xtm.-t^m^^m.t^mK.tz^t^W'&it-r^, 

[00 181 rc^ffl^^BiS^v-^^T^A^Sfiic-rSffi* 

s^agBismv-^xAtcioctsss^^^fiii^^}^, j5ff;e 

[0 0 19] &-±(Diio^J:m:^&^^£mmizM^. * 

30 «k^^mi:^-inxw.M-t^o 

[0020] ti^o-c. «*Sg«<7)ffa#ii. i£ffi->;=^7^ 

<Dmmt^W^ir^^ti)^X'^ So 
[0 0 2 1] *fc. it*JS5t^is«coS*i^ai£m->^ 
40 8S*jSi Sfc(4ifi*Jl2(clE®cr)Sg*3gBi£?S 

[0 0 2 2] rroS*ilBi£^v^>^xA(^ioV^ 

50 [0 0 2 3] 



(4) 



^mW-l 0-222470 



[0 0 2 5] HI ic7ft-rx 0 ^m:mm<D^n:^ p< ^ 

mn-r^ rs*$ggj t\^x(D'mm.^^mm2txm^ 
U2 t\^mm^nx\^^o 

[0 0 2 6] ^LT. ^fy":^^ m^cff^tf 

^y 1 {cx^xm^$ntimm<Dp^m^m^'t^tzi^(D 

h<Df^mit ^ ttfc i^<D^i -^(Dm^mm\c:3r^\^^x^pm 
fj^^-^ ^ ^ 0 ^mf^^ t -^x h 

[0 0 2 7] m^'e^^^ 3RXfy<y^>4<D^ih't^^iC 

:^mm^nx\^^^^ 

[0 0 2 8] ^fc. mm^Mmm2ia±, Ti^y^.h^^^" 

7 ^mmmmcDmim^mcx-^xmm^rixv^ 
[0 0 2 9] ^tc. m2^^mLx^ ^mmm(D^U:t; 
[0 0 3 0] SI 2 (a) ic^^xoi:^. mwii^Mmm2 

=7 i;^^tff^$S*S-K2(D_h;^t^{ig^5^#J: ^)|^g^ 
tL^. Mf^]^U^X-fi:. SI 2 (b) t^^t-i:5tc, t^^T^';^ 
^ 1 t^^^^n/c^Tj^^::^^ 3^t5tf7^;r7"— -7'l^ 
=^-y5. tW^iffi*^B2tcSM^tifc/^°yrr>'4^t5 

;t;^^^li:|f#S*2<^fif^i:«eft^IBB^tt^„ ^ 

[ 0 0 3 1 ] ggl>T. in 3 ^#fl LT. tf 2 
^7)^«tr:ov^ri^0^-t-^o SI 3 (a) t^i^^-J: 9 t^. ft 
$Rffi*$|g2c7)Hirffitc(j:. m.^(om^^^7f^^:hfz.}h(D 
(ZV.i:Uif^mm,^i>^mw^^x\^^, r.cQCRT^^aS 

C:;^;— K5 O '^^Js,-t^fz.}h(D I C;^— K}?AP 1 Ot)^ 



\i)mm.^^X\^^o ^fz^ ms (b) i,C7r:-rJ: 

mm^Mmm2(D^m{ci^^ mm^^mm2 tn-^ 
2t. ^^y^>^4Rv^}^^y^::^:^ ^9 1 t^mm-r^fzi^ 

[0 0 3 2] *fr, Sl4^#raLT. ^dJ:^ 

10 Sl4t::^t-J: W^S^S^^g 2 fi, AWv^v^-t- :y ^ 

iLTOCPUi 3coJg^l^J:o-CSbftt-'6o 
[0 0 3 3] rcOC PU 1 3 t^fl±a!L:rcl C;^7— Ky 

m^^n^tmc, CPU 1 3^mi¥^'±^':fr:i^yj^ 
1 4-1 \ cti— Ky — 1 xt^^i cio—Vb ot> 

hm^t^tz I C;i7— VT—^ 1 4-2;^>5faitRrtg/^H 
DD 1 4tmm^flX\^^^o 

[0 0 3A]ts:^^ I C;^- Ky-y 1 1 dfi, Hifa!L 
20 I C;^7— F5 0 A-ra7tis6(7) I otf— K^AP 1 
0 <t;i7- KiiSg^^Lr I Oil- K5 0 i:S<ttpTBB<^ 

[0 0 3 5] lEt^C PU 1 3 icfl, miaiLfcJ: 5 t-. A 
m^v^-r 1 2 ^^LT/J^^^ brn^b-zx — ^ 7 
$ttT:fc^'9. ^/c. Am;^v^-V 3 1 ^^LT^^"y 
>4^a^t:'^7=';r;=l7;^ ^ 1 ;?^^Sgg$;rtTV^5o mt^^<y ^ 
>4\Z\^. }fy':ty' — '^Ur2^yetmm^^X'^^^ 

^^3t::f^. \f^^:t'r-'^\^^-~'^St>mm^fhX^^ 

30 

[0 0 3 6] mrfST^;^ K^>^t''^— :^ 7 tcf^, #. 

[0 0 3 7] ggv^T. si5^#MLT. mm^tm-:> \ 

Gio— K5 Ot-iS^$nTV^^f^^^^oV^TmP.^-r§o 
— I Cti— Kfl8 KB^^OO^^v^^/Uy^— 
bT*5< r :^^Jfe^'JcD I C K 5 O t:: 

fl. flJffl#^^09 I D 5 O - 1 *iJffl^t7:*M^B^L7t 
B^^^7"'v^^/Ht:LfcWty^— ^ 5 0-2, IBlX^. ^Ijffi 
40 *(7)^K^, I C;^— K5 o^^ffi-r'5::i:c7)-e# 

0-3 — 50-9 ;^^BS^^nTV^^o 
[0 0 3 8] m^X^ t»f^ffl*SH2■^DK^^t^^oV^T. 
S!6 t;i^t-^n-^-^- h^#R?.LTt^^.P^t-'5o 

[0 0 3 9] mn^^mw 2 fi. ii^c p u 1 3 (omyf^ 

i^ctt?. ^•lx.f^S17t^^-rJ;5^ce;^-KlfAaffi^CR 
TilTj^iagaStC^^LTV^^ (SI) o -^LT. fUffl* 
:^^i^(^i#o I C;^— K5 0 ^ I C;t?— K^f AP l 0 
WX'^^(0^^^'r^t (S2) . IC;tr-Ky-^l 
50 1 {CI C;^— K5 OF^Cltfilt^nfc 1 UT'—^ 5 0—1 



7 

h-^^ (S3) o -tUT. m^t^rif^y'-^^^ -B. 
HDD 1 4tC|E«$ii:6 (S4) . 
10 0 4 0] ^LT. -H.|Elt$-d:/cT'-^60rt. 
7^—^ 5 0-2-^5 0-9^/N°yri>^4{Cj^{f-r^<!:* 

-^^^^^ 3tCi^«-t-5 (S5) o ^ce*D, ^::^^3{C 

*5V^-C(i. mi 2 (a) tc^-Tct 5^ceffi®;^'^«^$tt. 
yN°y 3>-4i^^oV^T(l. 1112 (b) f^^-Tct ^TiiliS 

[004 1] ^c^g. C P U 1 3 fi. 9^'J;^f^. 0 8 tc^ 

#-^^A;^Lfc<7)^l^^-t-^<!r (S7) . f^A;^^tL/c 
f^mS^t^ I C;^7— K5 O J: >9©#Lfci I D 5 O - l 

^Ti--:^ h=^>\:i^^—'$^ ricmm-t^ (S8) o ?i^;^h=i 

— ^ 7X{±, 3§m^tbT#fcRtliE#-^(lr I D 5 0 
- 1 ^i^tCP^^cDT^— i$^-<— 1 5 ^l^?Sb (S9) . 

mm^:i)mAEx^^^^^nm'r^ (sio) , igiET^Ti 

i^^ofc^^-a- {S10-No)(iIC;^7 — K5 0^;^7— K 
#AP 1 O^ij^P^iliPL (SI 4) , A^-^f^iM 
5o — iilET'fe ofc:^-^ (S 1 O ■ Ye s) fl. C 
PU13f±. -9^f|x.f^. EI9T-7j^t-^^^— UlS^*^ 
flJ^#lcMtptf«^ilt/^$^^ (S 1 1) . il^^ 

(S12) , ^\.xmi^^rifz\^^^cRTm^-mms 

(S 1 3) . I C ;t7— K 5 0 ^;?7— K^f A P 

1 OT^f-^i^ai^it (SI 4) . nif:^—vwAn'h{:im 

6 (S 1) o 

[004 2] JEt-. Hi 0 1 2 LT . t^'x^ 

K5 0i^7!i^P.S^^m$tt:^c?tj^#^c7)^(O^ft7=^*-^ 

10 0 4 3] ^-rtV;^;^^ V ifi. -^tcts^^s^agg 
2(^Htjffi^^^L-ci^5o tw««*^e2co{i-ia{c$ijffl 

mil {CTjk^x 0 ^(omm^co^m^. mmn t 



(5) 4#^¥l 0-222470 

8 

10 0 4 4] fiJ^^^OHff^ffi^^® 2 ^^ijffi L J: 

0t\^X. I C:*— K5 0$r I C;^;- KWAPt-#A^ 
SuML/cJ:5t^. CPUlSfi. IC;^-Ky- 
y\ 1 tc. K I C;^7- K5 Ot^|E«$tvTV>^F^S^gg 

tl^ofc I C;^- K5 O^fijffl-r^r t;^)5T*^6#c^M 
mt^U'^.^fx^fz.m^y^—^ 5 0-2-5 0-9^/-?y:=i 

>'4tci^m-r^o 

[0 0 4 5] -^LT. /N"y =J>-4{<l*DV^Tfi. SrfiliLyc 
10 J: 9 tC. Sft 50-2-50-9 

LT. ^J^f^EI 1 2{::^-rJ: 5t^^?£Bt^J<h*^c«^-f 
^ /J;: T te^-r ^ o 

[0 0 4 6] u.immi.fz.^u^ ;^'7\^^^^^um.(D 

12 (a) (b) tc^^nxv^^ J: ^^^s^s^r/ 
20 t^i^oTV^^A^t^M^^^^'y =^ >'4 iC^^^ttTV^^IE 

mm^nx\^-^^m\^^^m^ . mmmt^^cmm^n 
xt. mmmc^m^m^no^t^-x^^^ 

[0 0 4 7] :^MM&HC^\^^XI^. IC;;^?— K5 

/uT^^^it^nxmm^tix\^^^m)i^xh^fz:^K 

30 I C;^- K5 Ol^(C|S^^i±-T^o< (DT-{^/^< , 

h ni^t'zx — 7;6^t>. C PU 1 3 7:)^ffit#-t-§i: 9 

[0 0 4 8] *^ffi{^^J^C^V^T^i. t:^7^^;ty?7 7« ^ 1 tCj: 
[0 0 4 9] 

^mm^(Dmmt<DWi^^::^j:.-x{cis.m'r^:it'^^x 

[0 0 5 0] * fc. tS*^ 2 tr|s®coiiS*^{li£M>-;^ 
50 t^jUIc J:ntf. ?tjffi^o^MtW«^ir>^:^^igBmiJT-iS1t 



(6) 



[0 0 5 1] sfc. tmm3{c^m<Di^Mmm^mi^:^ 
mm u fz o x^m-r ^ r <i: ;i 5 -e ^ ^ t% 

mm.'r^-t:^^x^^^ 

[0 0 5 2] jEt^. imm4itzmm(D^Mmm^Ui^:^ 

^mm^-hmm^(D^mmm^m'^-r^m^\c^\^^x. 
mj^(D^mit^^{^ ^ ^xi^mit^tcfzp^m^ :i t 
f^<. mm^^^mmLfz^m^mcfj:^xm%E^-t^:i 

[0 0 5 3] ^fz^ ff*Jl5tC|S«(Dig*$gHi£fti/;^ 

A -e t:^^ mmt ^^fzP^M^^^^thx^ 

m 1 ] ^mn<Dm^mm.^Mcmt\^fz-'mmm(D^n 



10 



20 



10-222470 

10 

[1112] *^;^0ij£^ffl*3gBi£m>^^x^t-:J3tt65ffi* 

mm.. mM-^ p^vj^xy^m^mmm.(omm^n^'rmx^^. 

[HIS] *:^]&£fl|(^5ffi*^fi(7)^ISIllT^fc5o 

[He] *^ffi^)J(7)ffi^3ggcot(]f^^^-t-:7n-^-r-~ 

[HIT] ^^jsf'iiOiEs^sget^s^iiis^Tj^-riii'efc 
[0 8] ^'mmmcom-Mmm.comfrmm^^-rmxh 

-So 

[1^10] :^mmm(o^uti ?^^\-x,K^m.m^^fz^^ 

[lai 1] *^iSF>Ic7)^^;^^^t::J:«9a^^;^fcil^{t 

^-tmxh^. 

2 tf^S^^S 

3 ^^^^^ 

4 y^ym^^ 

6 t^x;^^" — ^T'l/rn— y 



30 



[1^15] 



[07] 





(7) 



#F?§¥ 10-222470 



imi] 



11^ 1 0] 






CRTS SSB 



[US] 



[[g|9] 



[mill 



1 2 3 4 5 
6 7 8 9 0 




(8) 



10—222470 



[H 2] 



[12131 



(a) 



30'-' 





(b) 



(b) 



5 . r—^ 
^1 




81 



$2 



83 



84 



86 



87 



T 



I 



HDD1 4tC«il4 



I 



[me] 



I 



88 




[m 1 2] 



Ca) 





C R T 3 ©BEB 



/< V 3 V 4 ©SB 



(9) 



ll^fMW-'L 0-222470 



[[34] 



CPU 



31 



14 



HDD 



. 14-2 
14-1 



CRT 



11 



I C*-K»A 



10 



12 



7 

15 



This Page Blank (uspto) 



